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Abstract: 

Information is an essential resource for any individual or association and must be shielded from gatecrashers or programmers. The 

need to conceal information from programmers has existed since antiquated circumstances, and these days, there are advance-

ments in computerized media, for example, sound, video, pictures, et cetera. To anchor mystery data, diverse media techniques 

are utilized and steganography is one. Steganography shrouds the information under other information with no differentiable 

changes. Numerous individual steganography tools can be utilized to exchange information safely and, in this paper, another 

apparatus is suggested that reductions time and exertion. Utilizing this device, we hide the content in sound, text, pictures in a 

single place, so there was no need access to multiple tools. 

 

  I. INTRODUCTION 

SYSTEM ARCHITECTURE FOR PROPOSED SYSTEM 

 
FIGURE 1: SYSTEM ARCHITECTURE FOR “INFORMATION SECU-

RITY THROUGH STEGANOGRAPHY”. 
 

Following are the terms used in the steganography system. 

Secret File: It's a media which is embedded inside a cover file 

to hide its existence to the unauthorized users. 

Cover File: Cover file is a medium which covers the impor-

tant data and is encrypted in such a way that it cannot be able 

to identify easily. 

Stego File: Stego File is generated by inserting the secret file 

into the cover file. After the process of encryption, stego file is 

available. 

  

The Figure.1 delineates the general steganography 

framework. A cover file is utilized to convey the secret infor-

mation. In this cover file, a secret information is implanted 

utilizing an inserting strategy with a specific end goal to keep 

up the security of the essential information. The installing pro-

cedure is generally called as Data Encryption Process.  

  

After the encryption procedure, a record is produced, that 

document is called as the Stego File. Stego document is a 

record which contains the cover record and in addition the 

mystery information. It is called as stego document in light of 

the fact that the record is produced by applying the stegano-

graphy procedure. The created stego record is currently pre-

pared to send to the approved individual.  

 

II. LITERATURE SURVEY 

 Steganography is the wide area where research and 

improvement process is growing vastly. There are various 

steganography techniques which are proposed to provide the 

security to the information, here some of the authors men-

tioned with their algorithms, Xia shuangKui and Jianbin  Wu 

[1] A modification free steganography method based on Image 

Information Entropy, Saikat Mondal, Rameswar Debnath, 

Barun Kumar [2] Has proposed Self An improved color image 

steganography technique in spatial domain, Tapodhir Achar-

jee, Ashish Konwar [3] XORSTEG: A new model of text ste-

ganography, Marwa M Emam, Abdelmgeid Aly, and Fatma A 

Omara [4] proposed A Modified Image Steganography Method based 

on LSB Technique, Navneet Kaur, Sunny Behal [5] proposed A 

Survey on various types of Steganography and Analysis of 

Hiding Techniques, Prajna Vasudev,Kumar Saurabh [6] 

proposed Video steganography using 32*32 quantization on 

DCT, Rongyue, Sachdev, Botnan, K. Hyoung Joong, and H. 

Jun [7] proposed An Efficient Embedder for BCH Coding for 

Steganography, Hao,  L.Y. Zhao, and W.D. Zhong [8] 

proposed A novel steganography algorithm based on the 

motion vector and matrix encoding, Feng, Y. Xiao-Yuan, and 

G. Yao [9] proposed Video steganography using motion vector 

and linear block codes, Jafar Mansouri,Morteza Khademi [10] 

proposed An adaptive scheme for compressed video 

steganography. 

 

III. DESIGN ISSUES FOR “INFORMATION SECURITY 

THROUGH STEGANOGRAPHY” 

 

 Here the secret data or secret information is embed-

ded in a cover file in order to hide the existence of secret data 

and encrypted in such a manner that only intended person can 

retrieve the secret data. The encrypted data is called as stego 

file, which is used as input to decrypt the secret data by the 

intended person. 
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FIGURE 2: DESIGN ARCHITECTURE FOR “INFORMATION SECU-

RITY THROUGH STEGANOGRAPHY”. 

 

The Figure 5.2 represents the Architecture design of "Informa-

tion Security Through Steganography" , It consists data pre-

processing , Knowledge data discovery and post processing 

stages. In first phase from training dataset features are ex-

tracted this process termed Steganalysis feature. In KDD me-

thod from the fuzzy evolutionary structure, meticulous stego 

pattern is identified. based on specific generated sample a data-

set is built and utilized for implementation of project. Post-

Processing segment rechecks the correctness, applied dataset is 

evaluated and its attributes are extricated, and verified for pat-

tern existence, if it is prevailed clean stego file is ready. 

  

IV. IMPLEMENTATION OF “INFORMATION SECURITY 

THROUGH STEGANOGRAPHY” 

 An Ideology for Information Security Through Stega-

nography is a proposed solution where security is provided to 

the data which is sensitive and only accessible to the intended 

person without dragging the attention of un authorized persons 

and it can be performed with Text, Image and Audio in a sin-

gle platform. In the existing system there is no single platform 

to perform the Text, Audio and Image steganography, particu-

lar steganography tools are used to provide the security. The 

proposed solution consist several stages like Alteration, Mod-

ification, Verification and Reconstruction of Sample to gener-

ate the proper input for steganography process.  

First there will be registration and login process, user have to 

perform registration process by providing some personal de-

tails and get his/her username and password. Through user-

name and password he/she can be able to access the system. 

After the authentication stage, user can choose the type of ste-

ganography technique he wants to perform such as text stega-

nography, image steganography or image steganography. Now 

user can choose the cover file and secret file and encrypt to 

hide the existence of secret information. 

 

              Now moving to registration step, in this step the user 

has to provide the Name, Email id, Contact No, Password and 

confirm Password and basic validation is done to these fields 

such as Name cannot be empty, Email id cannot be empty , 

Contact no cannot be empty then password and confirm pass-

word cannot be empty and other validations such as pattern 

matching for email, Contact No and password and confirm 

password both should be same are done. validation errors 

should be displayed if any occurs, if validation is successful 

then the user is registered to the system. 

                 After the registration step, the next module is login. 

In this module user needs to submit valid username and pass-

word to login to the system. Here also the basic validation is 

done such as username cannot be empty and password cannot 

be empty. After the basic validation performed the system 

checks list of username and if the given username is exist then 

it will proceed otherwise validation error will be displayed. 

Next it will check for the valid password for the given user-

name, if it matches it will redirect to the next page else incor-

rect password error will be displayed. After the successful lo-

gin process the system provides the other functionalities to the 

user.   

 After the successful completion of authentication 

process, now user can choose text steganography, image ste-

ganography or audio steganography to perform the data en-

cryption. After selection, user has to load the cover file and 

secret message file, if secret message file is large it will display 

the error as file size is too large, now user has to press the En-

crypt button and generate the stego file and displays the mes-

sage  as Encrypted successfully. 

  After the successful encryption process, stego file is 

generated and is ready to send it to the intended person, it can 

be sent via email which is given by the user at the time of reg-

istration. After receiving the stego file, receiver need to de-

crypt that file in order to retrieve the secret message. Now the 

receiver has to load the stego file as input and should provide 

the path to save the secret message, it can be a file or new 

folder. Later user has to press the button decrypt, decryption 

process is carried out. After the completion of decryption, 

message will be displayed as successful decryption and file is 

saved.  

 

V RESULT AND DISCUSSION 

The following  screenshots are usefull to understand the interface 

and the method of the process.The tables contain the Image 

dataset  and audio dataset used during the process. another 

tablecontains the result after encryption and decryption process 

and the screenshots helps to understand the flow of the system. 
 

Loading cover file and secret message file. 
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After Encryption message displayed as Encrypted message has 

been successfully saved. 

 
 

Selecting Stego file "Encrypted" for decryption process. 

 
 

Loading stego file and providing path to save the secret file 

and decrypting stego file. 

 
 

Selecting audio file for encryption process. 

 
 

 

 

Selecting secret message file for encryption. 

 
 

Extraction of secret message from audio file. 

 
 

TABLE I. IMAGE DATA SET USED IN "INFORMATION 

SECURITY THROUGH STEGANOGRAPHY" 
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TABLE II. AUDIO DATA SET USED IN "INFORMATION 

SECURITY THROUGH STEGANOGRAPHY" 
 

 
   

TABLE III. DATASET FILE SIZE BEFORE ENCRYPTION AND AFTER  

ENCRYPTION. 
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